Multifactor authentication reinforces optical security.
A new optical method to obtain multifactor image encoding and authentication is proposed. The encoded complex-amplitude image function fulfills the general requirements of invisible content, extreme difficulty in copying or counterfeiting, and real-time automatic verification. This optical technique is attractive for high-security purposes that require multifactor reliable authentication. A demonstration using a combination of biometric images and key codes is provided. Retina images, which are very effective for authentication, are used as biometric signals. To the best of our knowledge, this is the first report on combined multiple signal encoding and simultaneous AND authentications for optical security reinforcement.